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reporting process is an important aspect of fraud
deterrence and detection. In my view, it’s the natural
result of a strong ethical culture, but it’s still worth
highlighting. Understand- ing any additional facts that
support accounting conclusions can help pre- vent or
avoid the suspicion of wrongdoing when there isn’t
any improper or un-ethical behavior. In other words,
increased commu- nication helps everyone involved have
a greater un- derstanding of the reasoning and evidence
that drive accounting decisions and conclusions. Thus
there’s less guesswork and suppo- sition when trying to
un- derstand motives.

Although the primary audience for “The Fraud-
Resistant Organization” ap- pears to be the oversight
participants in the report- ing process including

cor- porate directors, audit committees, and external
and internal auditors its message can resonate with
accountants in business, industry, and not-for-profit
organizations as well. SF

Curtis C.Verschoor, CMA, CPA, is the Emeritus Ledger
& Quill Research Professor, School of Accountancy and
MIS, and an honorary Senior Wicklander Re- search
Fellow in the Institute for Business and Professional
Ethics, both at DePaul University, Chicago. He also is
a Research Scholar in the Center for Business Ethics
at Bentley University, Waltham, Mass., and chair of
IMA's Ethics Committee. He was selected by Trust
Across America-Trust Around the World as one of the
Top Thought Leaders in Trustworthy Business 2015. His
e-mail address is curtisverschoor@ sbcglobal.net.
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Formed in 2010, the Anti-Fraud Collaboration is focused
primarily on large public companies with widely scattered
opera- tions, but the principal lessons of its report are scalable
and can apply to organizations of all sizes and types. “The
Fraud- Resistant Organization” suggests conditions that
allow financial and/or tax reporting fraud to exist, including:

m lack of a strong ethical culture throughout the
organization that’s en- couraged through word and deed by
a strong tone at the top.

m Insufficientskepticism or over-optimismin the oversight
provided by members of the financial reporting supply
chain, in- cluding management, the board of directors, audit
committee, and internal and external auditors.

m Insufficient communication among members of the
supply chain. Lesssenior participants fear ret- ribution if they
report or speak out about some of their ethical concerns.
Whistleblowing still isn’t a protected activity in many
situations and may result in retribution.

SUSCEPTIBLE TO FRAUD

The report cites KPMG’s Integrity Survey 2013 re- search,
which found that 64% of employees involved in fraud were
managers or members of senior man- agement and that the
CEO was involved 26% of the time. Weak internal con- trols
were exploited in 74% of the cases, and 61% of the cases
involved collusion. Previous research had somewhat similar
results. In May 2010, the Committee of Sponsoring Organi-
zations of the Treadway Commission’s (COSO) Fraudulent
Financial Report- ing 19982007-, a study of the Securities &
Exchange Commission (SEC) en- forcement actions regard-
ing frauds in public com- panies, found that 72% of the
cases involved the CEO and 65% involved the CFO.

One significant reason that senior management is
frequently involved in fraud cases is that often a portion
of their compensation is based on reported results. More
than two-thirds of the 3,500 U.S. employees sur- veyed
in KPMG’s Integrity Survey 2013 cited “pressure to do
‘whatever it takes’ to meet business goals” as the prime
driver of miscon- duct, more than any other cause. In
COSQO’s analysis, the most commonly cited motivations for
financial reporting fraud were “the need to meet internal or
external earnings expecta- tions, an attempt to conceal the
company’s deteriorat- ing financial condition, and the need
to increase the stock price.

FRAUD MITIGATION

Three central themes are critical to fraud deterrence and
detection, according to “The Fraud-Resistant Organization.”
To some extent, they all involve aspects of a strong ethical
culture: an action-based commitment to ethical behavior
from top management, increased skepticism and a
questioning mindset, and robust communication from all
those involved in the financial reporting process.

[t's imperative that the strong commitment to ethical
behavior from top management is supported by actions
as well as words. It has been shown time and again that
merely enacting a formal code of ethics is insufficient to
prevent ethi- cal wrongdoing. Enron’s voluminous code,
for ex- ample, was widely known to be window dressing
and didn’t truly guide conduct. And more than half the
employees surveyed in the KPMG Integrity Survey 2013 had
observed miscon- duct in their organizations in the previous
12 months, with 60% of those report- ing that they believe
that the code of conduct not being taken seriously is a major
driver of misconduct.

Skepticism is well known as a fraud deterrent in auditing
standards, but it also has an important place in financial
reporting. The characteristics of skepti- cism apply to
individuals at all levels of the accounting profession:

m A questioning mind, suspension of final judg- ment,
and the search for additional knowledge and support lead
accountants to look at all aspects of economic activity and
not just accept the obvious first answer or what someone in
authority says.

m Interpersonal under- standing helps accountants
recognize that people’s perceptions and motiva- tions for a
particular con- clusion can be biased.

m Integrity and convic- tion to decide for oneself,
combined with self- confidence, enable ac- countants
to decide and investigate issues them- selves rather than
immedi- ately accept the claims of others.

Finally, robust commu- nication among partici- pants in
the financial

SF
ADVICE

IMA ETHICS
HOTLINE

For guidance in applying the IMA Statement of Ethical
Professional Practice to your ethical dilemma, contact
the IMA Ethics Helpline at (800) 2451383- in the U.S.
or Canada. In other countries, dial the AT&T USA Direct
Access Number from www.usa.att.com/traveler/index.jsp,
then the above number.
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4 PILLARS OF FRAUD

DETERRENCE AND
DETECTION

A strong tone at the top, increased skepticism, and robust
communication within the financial reporting process help
deter fraud. BY CURTIS C. VERSCHOOR, CMA, CPA

HE ANTI-FRAUD COLLABORATION recently published a research report
titted “The Fraud-Resistant Organization: Tools, Traits, and Techniques to
Deter and Detect Financial Reporting Fraud” that identifies the conditions that
could make an organization more susceptible to financial reporting fraud and
provides related actions that can mitigate those conditions.
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D sister- in-law for stealing the funds as well as his company.
Two years of hearings resulted in large legal bills but no
resolution. John then sought to recover the stolen funds
through an insurance claim (he was still a one-third owner),
but the policy excluded claims where an owner was the
perpetrator.

Sadly, John ended up settling the case against Mark

and Tammy for a mere $90,000, paid over time, which
represented a fraction of the company’s worth. Mark,
Tammy, and Kevin continued to own and operate the busi-
ness that John had started, and John found himself starting
over, alone. His wife had left him during the long, drawn-
out, stressful process.

Stopping Fraud Before It Happens

Creating opportunities for family members to work
within a family-owned business can provide benefits that
include stable employment and wise succession planning
in addi- tion to some wonderful nonmonetary perks, such as
bring- ing relatives closer together.

But even in the best-run family-owned businesses, the
potential for embezzlement or other fraud is never far away.
Situations change, tempting some people to break the law,
or owners grow complacent as the years pass, placing too
much trust in certain family members. For these reasons,
families should consider investing in their business by hav-
ing a CMA® (Certified Management Accountant), a CPA
(Certified Public Accountant), or a CFE-or, even better, a
combination of the three-conduct a fraud risk assessment
to identify missing internal controls. Implementing proper
controls, rather than relying on the blind trust of family
members, can increase the perception of detection and
minimize the perceived-opportunity element of the fraud
triangle, thus greatly reducing the risk of fraud.

Something else that could pay dividends is having as part

of the internal control environment a written code of
con- duct that includes anticipating the possibility of having
to remove a family member from the business. The code of
conduct needs to be circulated widely, enforced consistently,
and include evidence that each employee/family member
has read it, which will be invaluable if a dispute with a fam-
ily member ever develops. In the long run, no matter what
Auntie Annie, Brother Bobby, or Sister Susie says, that likely
will be the best way to keep peace within the family. SF

Stephen Pedneault, CPA/CFF, CFE, is the principal of
Forensic Accounting Services, LLC, in Glastonbury, Conn.
He specializes in forensic accounting, fraud investigation,
and litigation support. One of his four recent books is
Preventing and Detecting Employee Theft and Embezzle-
ment: A Practical Guide. You can reach Steve at (860) 659-
6550 or steve@fasman.com.

Bonita K. Peterson Kramer, CMA, CPA, CIA, Ph.D., is a
professor of accounting in the Jake Jabs College of Business
& Entrepreneurship at Montana State University in Bozeman.
A native of Montana, Bonita joined the MSU faculty in 1994
and has received numerous teaching awards. She is an
IMA® Member-at-Large and has served on the ICMA® Exam
Review Committee. You can reach her at (406) 9944620- or
bonitap@montana.edu.



days and no weekends off.

To allow for further expansion and decrease his
stress, John asked his two brothers, Mark and Kevin, to
join the company. Mark took over the administrative
functions, including billing, collections, disbursements,
and payroll, while Kevin assumed the marketing role.
Since Mark and Kevin were family and agreed to grow
John’s company, John modified his business’s ownership
structure, giving one-third of his company to each
brother while retaining one-third.

As orders increased, John found himself hiring more
production staff in order to meet demand. Spending
long days and weekends running the shop, John relied
on Mark to ensure the finances of the company stayed
healthy. Mark claimed the administrative functions were
beyond one per- son’s capabilities, so he brought in his
wife, Tammy, to assist him.

Unfortunately, the cash flows didn’t follow the
growth, and vendors started shutting off Custom Cabinets
from future orders. John couldn’t understand what was
happen- ing since he had had a great track record of
paying his suppliers, and there should have been plenty
of cash available to meet the company’s purchase
obligations. Logically, John went to Mark and Tammy to
determine what was happen- ing with the finances. He
was told things would be fine and that he should return
to the shop and allow them to respond to the suppliers.

John didn’t pursue the issue, which proved to be
his fourth major mistake, preceded by (1) bringing his
brothers into his company, (2) giving them ownership
interests, and (3) allowing Mark to hire his wife as an
employee.

After a short period of time and more delays in
deliv- eries of much-needed materials, John demanded
answers from Mark as well as access to the financial
records. What John received instead was a termination
of employment! Mark even went so far as to change
the locks on the buildings, preventing John’s access. In
the meantime, Kevin sat quietly in the background, not
choosing one side over the other. For this perceived “loy-
alty” to them, Mark and Tammy gave Kevin bonuses
(payoffs, if you will).

John and Mark each retained attorneys, and a long
legal battle began. Two years and thousands of dollars
later, John received his first glimpse into partial records
of his company. Mark and Tammy had used the corporate
funds as their personal checking account, racking up per-
sonal expenses on more than 40 different credit cards
paid through the company. Further, Mark and Tammy
started a separate business of their own and used the
company’s funds to buy materials for it.

John wanted Mark and Tammy arrested, but law
enforcement wasn’t interested in resolving a family
dis- pute. Instead, he filed suit against his brother and
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8 mailed directly to the owner’s home. The one-person
accounting department can still have the authority to write
checks in addition to incurring the expenses and recording
the payments-as long as the owner signs all the checks and
receives and reviews the monthly bank statements. These
simple steps can increase the perception of detection, which
will greatly enhance the prevention of fraud.

Meting Out Punishment

What happens if fraud is discovered in a family business?
Many times the family doesn’t want someone arrested,
fearing it will be ripped apart (which just about always
hap- pens, regardless). Uninvolved family members may
advo- cate for peace within the family and pressure the
victimized members to let it go, all of which can complicate
family relationships. If a problem exists, say, between two
siblings running a business, often the parents and the chil-
dren of each sibling get involved, all offering their advice
and opinions on what should be done to resolve the issue.
Misinformation from one family member spreads like wild-
fire to other, previously disinterested family members, and
before long nearly the entire family is consumed with an
issue that has nothing to do with 99% of them!

But sometimes the family is willing to pursue prosecu-
tion, which will come with its own set of problems. The
general view of law enforcement and the court system
per- taining to fraud involving family is that there’s too
much other “real” crime to deal with beyond a family spat.
More- over, fraud cases can be complicated and hard to
under- stand, especially for those without an accounting
background, which causes further reluctance on the part of
the legal system to get involved. In addition, intent must be
proven with a fraud case, which can sometimes be difficult

unless there’s been a pattern of attempts to try to conceal

the fraud. Finally, it's very common for the defendant’s
attorneys to implement the tactic of “delay, delay, delay!”
This approach drags out the process, which increases legal
fees along with stress in the family and resolves nothing.

Occasionally, victims can recover embezzled funds
through insurance, assuming such coverage existed prior to
the fraud and doesn’t exclude fraudulent acts by business
owners or family members. The catch is that many policies
today include a provision that the victim must contact law
enforcement if he or she suspects potential criminal viola-
tions. Consequently, if the family decides not to press
charges, this may prevent any recovery through insurance.

If civil, criminal, and insurance recovery options aren’t
pursued for any reason, victims have little remaining
recourse. Sometimes the dishonest family member will
promise to repay the stolen amount, but if he or she didn't
need the money so badly in the first place, the embezzle-
ment probably would never have occurred! So the chances
of the victim recovering the lost funds in this manner are
practically nil.

A Cautionary Tale

Does all this sound improbable? Consider the following
true case (identifying names and places have been changed).
John created Custom Cabinets from the ground up. A

skilled carpenter specializing in fine woodworking, he
managed to grow the business to the point where Custom
Cabinets became the sought-after name in kitchen and
bathroom cabinets. As the demand grew, so did the orders,
and John often found himself split between the sales, pro-
duction, and administrative duties, which resulted in long



and third generations might not be aware of the financial
struggles and sacrifices that the first generation made to
establish the business, which reinforces a false sense of
entitlement.

An Ounce of Prevention

Given the elements of the fraud triangle, the best
preventa- tive approach is to increase the perception of
detection, which can be achieved through proper internal
controls. But the possible caveat with a family business is
that family members may believe any fraud they commit
won't be reported or prosecuted for the sake of “keeping
peace in the family.” Consequently, it's important that
internal controls be properly designed, implemented,
and updated as neces- sary, including a written policy of
how fraud will be han- dled immediately.

Implementing proper internal controls in a family
busi- ness may be a sensitive issue. Every family business
is as unique as every family, and family dynamics can
vary. Thus it's critically important that the dominant
family member is on board with and supportive of
having a fraud risk assess- ment performed and the
recommended internal controls implemented. (We'll
talk more about this later.)

The topic can be presented properly to family
members by explaining that good controls equal good
business. Implementing proper internal controls protects
all employ- ees, the family, the company’s reputation,
and, of course, the bottom line. Without adequate
controls, the risk of fraud increases and, with it, damages
beyond monetary loss. For instance, the damage to
the company’s reputation could affect future sales.
Employees may find fraud to be demoralizing, which

TOP1o FRAUD SCHEMES
AMONG SMALL BUSINESSES™

*Fewer than 100 employees

#1 H2

CORRUPTION BILLING

330% 28./%

It’s critically important
that the dominant family
member is on board
with having a fraud risk
assessment performed.

can result in decreased productivity and increased
turnover. Legal costs will be incurred if the company
chooses to prosecute. And if the fraud is signifi- cant
enough to affect the company’s solvency, this certainly
affects future heirs as well.

Trustworthy individuals won’t have a problem with
con- trols being in place. Adequate controls can actually
help build trust, which will allow all employees to feel
more con- fident that the records are accurate and the
potential for fraud has been minimized.

Since many family businesses are relatively small,
the lack of resources to establish and maintain a solid
system of internal controls will usually be a concern. But
this problem can be solved by including compensating
controls. For example, if certain accounting duties can’t
be segregated adequately because the business has
an extremely small accounting department (perhaps
consisting of one “trusted” individual), internal control
can be greatly enhanced by having the bank statements

Source: Association of Certified Fraud Examiners, Report to the Nations on Occupational fraud and Abuse, 2014 (http://bit.ly/1E1glg))

#3

CHECK
TAMPERING
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Further, it'’s a fallacy to believe that a compen- sating
control for blind trust is an innate instinct to know if a
fraud is occurring (“Oh, 1 would know if someone were
ripping me off!”). Fraud surveys from the ACFE and other
groups consistently find

that fraud is most commonly detected through tips,
regard- less of the source (vendors, employees, customers,
or an anonymous source). Sometimes family members knew,
or at least felt, that something wasn’t right with their relative’s
behavior or actions, but, because of the family relationship,
no one acted soon enough to limit the exposure to loss.

Examples of typical frauds perpetrated in family busi-
nesses are shown in the sidebar on p. 49. Important internal
controls that should be implemented to prevent these sorts
of crimes are shown in the one on p. 50.

A Sense of Entitlement

How is fraud possible in a family business? For any entity,
large or small, the most widely accepted theory researchers
have developed to explain why fraud occurs is the “fraud
triangle.” Within this triangle, three elements-pressure,
opportunity, and rationalization-are necessary for fraud
occur (see Figure 1).

Examples of the pressure or motive to commit fraud may
be a financial need to support a lifestyle that the person’s
legitimate salary can’t sustain or to support an addiction
problem. The second element-a perceived opportunity to be
able to commit the fraud and remain undetected-typically
will manifest itself in poor or miss- ing internal controls.
Again, blind trust is not an internal control. Believing family

members are the most trusted people of all is actually a
weakness and results in less oversight, if any at all. As shown
in Figure 2, this creates a perfect environment for fraud to
flourish.

The third element, rationalization, requires that the per-

petrator somehow justify in his or her mind why the fraud
scheme isn't a criminal act. Given the sense of entitlement
prevalent in our society today, it might not be a surprise
that the “Big E” (for “entitlement,” not “ego,” although per-
haps that's related) is a common rationalization in family
businesses: “I've worked harder than any of my brothers
and sisters in this business, so I'm doing nothing wrong by
taking this. In fact, I deserve this.” At the same time, second



IMPLEMENTING SMART
INTERNAL CONTROLS

Some of the most common examples of internal controls that
should be implemented by all family businesses are:

B An owner’s original signature on all checks (no signature
stamps), with review of original supporting documentation.

B Two signatures on larger checks, with review of original
supporting documentation.

B Segregation of incompatible duties among different
individuals (authorization, recordkeeping, and custody of the
related assets).

B Regular mandatory vacations for employees who have
key accounting duties, with someone covering the duties of
the individual while he or she is away. Some frauds require
constant manipulation of the books. Allowing the work to pile
up on the employee's desk defeats the purpose of this control.

M Careful independent review of expense reports and
company credit card purchases, requiring sufficient support-
ing original documentation (not copies) and comparison to
budget along with employee’s time record (for example, was
the individual on vacation while charging business
expenses?).

B Regular independent review of payroll: Are there any
unexplained paychecks? Unknown employees? Excessive
overtime?

B Bank statements mailed directly to the home of an
official (owner) charged with reviewing bank statements as
well as completed reconciliations; this person should have no
cash handling or recordkeeping duties.

M Use of pre-numbered documents (for example, sales
invoices, purchase orders, receiving reports) with periodic
independent accounting for all documents; voided documents
shouldn’t be discarded but should be kept for review and
possible follow-up.

B Physical controls over inventory to maintain accounta-
bility; annual physical inventory count reconciled to recorded
inventory; and unexpected variances investigated.

M A clearly written code of conduct that's widely distrib-
uted and covers items like the acceptable use of company
resources, such as computers and office supplies. Any viola-
tions must be treated consistently in accordance with policy,
including leave without pay, termination, and prosecution.

B Periodic independent review of vendor list: Are there
any unknown vendors? Are new vendors legitimate? Have
they been authorized?

As you can imagine, many types of family
busi- nesses fall into the ACFE’s “small business”
defini- tion, such as restaurants, hardware stores,
landscaping and tree services, automotive repair
shops, construction companies, grocery stores,
motels, clothing stores, funeral homes, and
manu- facturing companies, to name just a few.

Further, the ACFE consistently finds that
the median fraud losses for small businesses
are the highest or close to the highest among
all business sizes. (Median losses are reported
rather than aver- age losses since an average
can be significantly skewed by a few very high-
dollar frauds; conse- quently, the ACFE believes
median losses provide a more accurate and
conservative picture of the typi- cal impact of
fraud.) The 2014 survey found that organizations
with 10,000 or more employees had the highest
median fraud loss per incident, at $160,000.
Remarkably, though, small businesses had the
second-highest loss, at $154,000-a mere $6,000
less than the group that includes some of the
world’s biggest companies. It probably goes
without saying, however, that the impact of the
$154,000 median loss for a small business will
be felt much greater than the relative impact of
a $160,000 loss at a much larger organization.

Beginning in 2010, the ACFE gathered its
data from fraud cases throughout the world
rather than solely in the United States. The
2010 global fraud survey included offenses
that occurred in approxi- mately 100 countries
on six continents, with more than 43% of the
cases taking place outside the U.S.; the 2012
and 2014 global surveys report a similar
composition of data. Also, from 2002 through
2014, the ACFE consistently found that small
businesses always suffer a higher frequency of
fraud than businesses of other sizes.

It Won’t Happen to Us-We’re Family!

If only this were true. Fraud surveys
repeatedly find that no company is immune
to deception and out- right theft, regardless of
geographical boundaries, industry, size, or form
of ownership. In short, any business is potentially
vulnerable to fraud. A com- pany that takes the
approach that blind trust is an internal control-
simply because of family status-is even more
vulnerable by ignoring potential risks and not
taking the necessary precautions to protect the
business. Compounding the problem, employ-
ees who aren’t family may be inadvertently
afforded the same level of trust given to family
members.
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1 4 The three real-world tales demonstrate clearly that fraud
can be committed against family mem- bers by an in-law,
sibling, or spouse—no family rela- tionship is immune.
What makes fraud worse in a family business is that the
relationships can be changed forever once a relative has
perpetrated fraud, and this may often include the dynamics
between family members not involved in the fraud
itself. Understandably, emotions can run very high. The
psychological trauma is impossible to quantify: In addition
to experiencing a number of disturbing feelings, the honest
family members may not have the ability to trust anyone for
some time. Feelings of denial, followed by anger, are typical.

For the purposes of this discussion, we're defin- ing a
“family business” as any organization in which one or more
family members established or cur- rently operate the entity
(or both), with at least one family member at the owner
level. Often, one gen- eration (grandparents or parents, for
instance) started the business, and it became a “family” busi-
ness when subsequent generations joined the com- pany.
But family businesses aren’t limited to lineal succession.
Siblings establish many family busi- nesses together, and
aunts, uncles, cousins, and in- laws may be part of those
businesses or others.

The Magnitude of the Problem

It's hard to find reliable statistics about fraud perpe- trated
by people against their own family. At best, the numbers are
estimates because not all cases are discovered, and those
that are often go unreported. Further, when a trusted family
member is the per- petrator, other relatives often pressure
the victims to “keep peace in the family” and resolve the
matter quietly.

You can gain some appreciation of the magni- tude
of the problem of fraud within family busi- nesses from
the Association of Certified Fraud Examiners (ACFE) in its
2014 Report to the Nations on Occupational Fraud and
Abuse (http:/bit.ly/1E1qlg)). More than 34,600 Certified
Fraud Examiners (CFEs) were asked 84 questions about
the single largest fraud case they had investigated between
January 2012 and December 2013, with the criteria that the
investigation must have been completed and the investigator
was reasonably sure the perpetrator had been identified.
Responses representing 1,483 fraud cases meeting these
criteria were compiled.

While the report doesn’t provide specific results about
fraud perpetrated by family members, family businesses
accountfor a large percentage of small organizations, and the
report does contain findings about them. The ACFE defines a
small business as one with fewer than 100 employees, and
it's this group of businesses that's consistently reported as
being victimized in the greatest percentage of cases.



he phrase “blood is thicker than water” suggests that
family ties are the strongest bonds, but does that
concept hold true in the dark world of fraud? Or is

TALES OF FAMILY FRAUD

the love of money truly the root of all kinds of evil,
even overpowering family bonds?

IN-LAWS LOSE BIG IN
PONZI SCHEME

MONTANA-Pat Davison,
convicted in 2007 of perpetrating
the largest Ponzi scheme in the state
of Montana, is now serving a 10-
year sentence in a federal prison.
Investors-including family members-
lost approximately $6.8 million from
this scheme, operated through his
sole propri- etorship investment firm.
The victims include Davison’s former
sister-in-law, Tracey Dangerfield,
and her husband, who lost almost
$80,000. “What makes it so difficult
is how a man can sit across a hol-
iday dinner table and look someone
in the eye knowing he has stolen
from them,” Dangerfield said.

DOCTOR’S WIFE

HIDES NEST EGG

CONNECTICUT-Several  vyears
ago, a Con- necticut physician
employed with a large medical group
decided to start his own practice with
the assistance of his wife, who would
serve as the office manager. She
would be responsible for managing
all financial aspects of the practice,
including overseeing the billing and
performing the banking duties. The
business grew fairly quickly, and the
couple’s higher income allowed them
to enjoy a more luxurious lifestyle.
But the faster pace also left them very
little free time to spend together. One
day while his wife was out running
an errand, the doctor noticed an
envelope from an unknown bank
on her desk. Inside was a statement
showing that the practice had more
than $200,000 on deposit. When the
physician confronted his wife about
this, she tearfully explained that she
was depressed and unhappy spending
her nights and weekends alone while
he worked to continue to grow the
business. She said she intended to
use the $200,000 she had “saved” to
start her life over again after filing for
divorce.

GUN STORE THEFT

BACKFIRES

WASHINGTON  STATE-Federal
authorities forced a family-owned
gun store in Wash- ington State to
surrender its firearms license for
willful misconduct. It had been
receiving numerous warnings of
gun-law violations from the Bureau
of Alcohol, Tobacco, Firearms and
Explosives (ATF). But unbeknownst
to two of the three brothers who
ran the store, the third brother had
been embezzling from the business
by writing big checks to himself,
including one for $130,000. In 2009,
the two brothers went to the third
brother’s home to ask him about the
missing money, where, according
to the police report, he met them
at the door with a handgun and a
“thousand-yard stare in his eyes.”
Three days later, he was found dead
in his bed- room from a self-inflicted
gunshot wound, leaving a note
admitting to the thefts, which totaled
nearly $850,000.

-
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* Anchoring an overreliance on one trait or piece of

information.

e Loss aversion being more aggressive in avoiding
losses than in seeking gains.

e Overconfidence exaggerated faith in your own
solution to problems.

e Confirmation the tendency to seek out evidence
that confirms an initial decision or preconception.

* Rushed problem solving an overeagerness to solve
a problem quickly.

Board members and executives must learn to combat

these issues so that the real risks to the business are
seen and understood.

u0 Risk appetite. In a risk challenge culture, there
should be a mechanism in place for the board and senior
management to communicate to all levels of

the organization how much risk the organization is
willing to accept (appetite) and how much risk it’s able
to take on and still operate prudently (tolerance). Studies
have revealed that less than a third of organizations
have developed a for- mal risk appetite statement. The
exception is the financial services sector.

u/ Strategy and risk. Strategy and risk are inextrica-
bly linked; they may even be viewed as two sides of the
same coin. We can argue that one of the fastest

paths to massive value destruction is to undertake a
strategy without a thorough consideration of the attendant
risks. In a risk challenge culture, all stakeholders should
demand that the link between opportunity and risk be
constantly at the forefront in strategy deliberations and
continually updated as conditions warrant.

u8 Incentives and risk. In a challenge culture, behav-
iors motivated by incentives need to be anticipated and
assessed as to whether they’re consistent with

the organization’s risk appetite and overall strategy.
The consequences of not doing so can be potentially
devastating

to the organization, especially in this era of volatile
and complex derivative contracts and extremely rapid
techno- logical changes. For example, JPMorgan
Chase’s well-known $6 billion “London Whale” loss in
2012 resulted in part from an incentive structure that
rewarded extreme risk taking in highly volatile derivative
instruments.

19 Risk culture: assessment, diagnostics, and
signs. When an organization’s risk culture is working
properly, there’s an alignment of the common purpose
and attitudes toward risk. A misaligned risk culture can
reveal itself in negative events, such as taking excessive
risks. It's possible this is what happened at GM. Without
the proper risk culture, an ERM process can’t work and
boards can't fulfill their oversight duties.

The first step for most companies, therefore, is to
measure and gauge their current risk culture. Once
everyone un- derstands the culture, positive changes can
begin to happen.

A NEW WAY OF THINKING

When companies are in trouble, executives frequently
say they need to fix the culture. As one participant in
our study noted, “The disruption hits, and you're totally
unprepared, both in terms of your balance sheet and
your culture. So you have to go in with the mind-set that
this is serious stuff.”

In response to the recent lawsuits against GM’s
board, the company noted that how risk information
flows would be reviewed and that board risk oversight
would be en- hanced. While these actions certainly are
laudable, they’re about nine years too late. It’s better to
strengthen board risk oversight now, not after a debacle.
You can use the el- ements we've discussed here to bring
the conversation about the creation and operation of a
risk challenge cul- ture to your own organization...and
avoid an in-house risk tsunami. SF

Paul L. Walker, CPA, Ph.D., is the James J. Schiro/
Zurich Chair in Enter- prise Risk Management and
executive director at the Center for Excellence in ERM
at St. John’s University in New York, N.Y. He also is an
IMA Member- at-Large. Paul codeveloped one of the
first courses on ERM and has done ERM training for
executives and boards around the world. You can reach
him at (212) 2847011- or walkerp@stjohns.edu.

William G. Shenkir, CPA, Ph.D., is the William Stamps
Farish Professor Emeritus at the University of Virginia’s
Mclntire School of Commerce in Charlottesville, where
he served on the faculty and as dean. Bill has coau-
thored research studies on ERM funded by five different
professional or- ganizations and has lectured extensively
on ERM in the U.S. and abroad. You can contact him at
(434) 2428002- or wgs2z@virginia.edu.

Thomas L. Barton, CPA, Ph.D., is the Kip Professor of
Accounting at the University of North Florida’s Coggin
College of Business in Jacksonville. Tom is the coauthor
of several major ERM research studies and numerous
ERM articles and has conducted field work at Microsoft,
JPMorgan Chase, Unocal, and Canada Post. You can
reach him at (904) 6201688- or tbarton@unf.edu.
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The relatively new idea of a challenge culture is a path
out of this conundrum. It might be easier to view a challenge
culture in terms of what it isn’t. Here’s what the 2014 ACCA-
IMA report had to say about it:

“A challenge culture is an environment that encourages,
requires, and rewards enquiries that challenge existing
conditions. When a subordinate is afraid to ask senior
management about perceived risks, that is not a challenge
culture. When a board member is satisfied with the CEO’s
facile answer to a serious risk issue, that is not a challenge
culture. When board members ‘rubber stamp’” management’s
critical actions without serious debate, they have not acted
as befits a challenge culture.”

An ERM program that looks good on paper but is fatally
flawed when called into action could be worse than no risk
management system at all because it gives people a false
sense of security and keeps them from developing an effec-
tive structure.

Much of our study is based on the insights of business
professionals. We developed a preliminary list of nine es-

sential elements of a risk challenge culture based on our
previous experience with ERM. Then we solicited input from
participants in ACCA-IMA roundtables we conducted in
New York, London, and Dubai, as well as from attendees at
an ACCA-IMA Accountants for Business Global Forum. Each
of these occurred in fall 2013. Participants in the roundta-
bles and the forum were experienced business professionals
who have dealt regularly with critical risk issues. We asked
them about risk cultures in general and the adequacy of our
list through a series of relatively open-ended questions. Then
we asked them to further explore the issues we had raised.

The participants validated our list and shared keen in-
sights into the cultural issues attendant to risk management.
One of the London roundtable members noted: “In terms of
risk culture, you're not wanting to avoid risk taking. You're
wanting to have responsible risk taking. So your risk culture
needs to make sure that people understand that innovation,
new ideas, creative thinking all of those things are still
important.”

NINE ESSENTIAL ELEMENTS

n1 Here’s a brief overview of the nine essential elements
of a risk challenge culture:

Professional skepticism and board oversight of risk. A
risk challenge culture begins with the board of directors and
the C-suite, who set the required

tone at the top. They should approach risk oversight
with a questioning mind and make critical assessments of
the effective- ness of their organization’s risk management
processes. A useful approach for every possible risk scenario
should in- clude a series of “what if” questions that look
beyond what presently exists and thus may lead to some
“ah-ha” mo- ments for the executive team.

One of the dangers in ERM
implementation is the “form
vs. function” dilemma.

m2 Board diversity and development of expertise in
ERM. To inculcate a risk challenge culture and per- form its
responsibilities in risk oversight, a board

should embody a diversity of skills and experiences and
be knowledgeable about a holistic approach to risk manage-
ment, such as ERM. Without both, the board itself may be a
risk factor. The board may very well require training in ERM,
and, as noted by one of our roundtable participants, “The
chair of the board needs to plant the seed for training. And if
that person doesn't get it, it’s likely to be suboptimal for the
rest of the board.”

m3 Conversations and roles in a risk challenge culture.
The requisite roles to lead and sustain a vi- able risk challenge
culture include the board and its

committees, the chair and CEO, and other C-suite execu-
tives. The board (in collaboration with the chair and CEO)
should foster a level of openness and frankness expected in
risk management discussions. Not surprisingly, the tenor of
discussions at that level has an impact on the conversations
cascading down the management chain. Risk professionals
like the chief financial officer (CFO) and chief risk officer
(CRO) must have the authority to rein in risk taking when
deemed appropriate and the leadership skills to manage the
inevitable arguments that may result.

m4 Information asymmetry and risk reporting.
Information asymmetry is the difference in information
between the board and management,

and, unfortunately, that gap is growing. Information
asym- metry occurs when executives filter what the board
sees or when management delays passing appropriate
information to the board. Without that knowledge, it’s
difficult for board members to fulfill their risk-oversight and
duty-to-act re- sponsibilities. Some risks can materialize so
quickly that any delay can be devastating for a company.
Ensuring that the board has extensive access to management
is one way to mitigate filtering.

mD Decision making and cognitive biases. A signifi- cant
impediment to the success of a risk challenge culture is the
set of cognitive biases that can affect

decision making. Some of the common biases applicable
to risk issues are:



problem. The report, dubbed the Valukas report after
its principal author, Anton Valukas, was thorough yet
was completed in a matter of just a few months. The
report is labeled “Privileged and Confidential,” but it's
freely available on the Internet and is even posted on the
website of the National Highway Traffic Safety Adminis-
tration (1.usa.gov/1LPhkCi).

The Valukas report was highly critical of a number
of de- cisions GM made, but one topic of discussion
stands out: the culture of GM as one of the main culprits
in the debacle. Ac- cording to the report, in the 2000s,
cost cutting was a major concern at GM in every area
except safety. (The Valukas team could find no evidence
that any sort of cost-benefit analysis or overconcern with
costs entered into the resolu- tion of safety issues.) But
in the case of the ignition switch, the decision to classify
the problem as “customer conven- ience” began the
disastrous chain of events that culminated in the product
recall some nine years later.

It would appear that the GM culture at the time
introduced a bias toward not classifying a problem as
safety related, a decision that could potentially lead to
enormous cost savings. Coupled with this calamitous
classification, the report uncovered evidence that GM
encouraged the use of amorphous committees and task
forces, which kept only sparse records of meetings and
seemed intended to diffuse individual accountability.
Indeed, there were references in the report to the “GM
salute” (crossing of the arms and turning to another as
if identifying that person as responsible) and the “GM
nod” (everyone in a meeting nodding agreement to a
course of action, then promptly ignoring it after the
meeting). There also appeared to be an undocumented
practice at GM to not commit very much to writing so
as to thwart the discovery

There appeared to be an
undocumented  practice
at GM to not commit very
much to writing.

pany faces more than 60 potential class-action suits)
over its duty to act. Somewhat belatedly, GM has stated
that board risk oversight will be improved.

The business press tended to paint the picture
as the saga of a “rogue” employee, who, on his own
and secretly, hid the ignition- switch problem from the
company. (See, for instance, “How one rogue

employee can upend a whole com- pany,” Fortune,
http:/for.tn/1nPyiSi.) GM’s CEO even suggested that the
engineer in question perjured him- self in testimony in
2013.

But it would seem that the real culprit in the ignition-
switch mess was a corporate culture that was motivated
to ignore problems rather than fix them.

What can be done to create a culture that would
prevent events like these from happening?

THE RISK CHALLENGE CULTURE STUDY
Since the late 1990s, enterprise risk management has
been regarded as the touchstone of comprehensive risk
manage- ment systems in organizations. But it’s clear
from the Fukushima Daiichi

process in product liability DID YOU KNOW? and GM debacles that

lawsuits.
Even when the ignition-
switch problem finally was

Fear of the unknown keeps CFOs and
other financial professionals up at night.

organizational culture can
be a strong and pretty much
unexplored contributing

identified, GM was very slow A May 2013 survey pubhshed in Financial factor in the success or failure

to take action. Nine months
passed before the recall in
early 2014. GM’s board
wasn’t even made aware
of the issue until the time
of the recall. The Valukas
report chalks this up to a
cultural issue and tradition
that crossed over to the post-
bankruptcy GM: the need
to find the ulti- mate “root
cause” before ordering a
recall. According to The Wall
Street Journal, GM’s board
faces three lawsuits (the com-

In The Value Killers Revisited, Deloitte

revealed that hundreds of companies

suffered 10% to 90% share-price declines it doesnt work very well.
from 2001 to 2012.

In a recent ACCA study, 79% of finance
professionals agree that the finance
function will be focused more on broader
business risks than finance risks.

Executive showed that financial executives of an ERM pro- gram. As with
believe there are far too many unknowns
facing businesses today.

any revolutionary initiative,
one of the dangers in ERM
implementation is the “form
vs. substance”  dilemma:
An ERM system looks good
on paper, but operationally

It's sobering to think that
“doesn’t work very well”
could translate into people
being killed and valuable
property being destroyed.
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The Valukas report
pointed to GM’s
company culture

as one of the main
culprits in the
ignition-switch
debacle.

IGNORING PROBLEMS
GENERAL MOTORS IGNITION-SWITCH DISASTER

m Switch is installed primarily on Chevy Cobalt

m Defect causes stalling, engine to die, and airbag failure

m Deaths, serious injuries lead to lawsuits

m GM defines the problem as “customer convenience,” not a “safety issue”




A “MAN-MADE” ACCIDENT

The Fukushima Daiichi
Nuclear Power plant
after a massive earth-

quake and subsequent
tsunami, which caused
two explosions in the
station.

FUKUSHIMA DAIICHI NUCLEAR POWER PLANT

DISASTER

m Magnitude 9 earthquake creates tsunami

m 46-foot wave crashes over seawall protecting the plant
m The plant’s atomic reactors incur highest disaster rating
m Radioactive material is released

m Thousands of people in the area are displaced

m “Forbidden zone” is rendered uninhabitable for years
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o company is immune from risk porate
culture to ensure that problems—no matter
how in-

and uncertainty, and new ap- proaches
are needed to navigate risky environments. Creating a risk
challenge culture should be a top priority.

For example, the Securities & Exchange Commission
(SEC) notes that bad risk management cost the United States
$13 trillion from 2007 through 2009. It at-

tempted to correct this problem by mandating board risk
oversight and the related disclosures (and, subsequently,
implied risk processes). Further, in 2014, the SEC announced
enterprise risk management (ERM) as a target of its “na-
tional examination priorities.”

While ERM is certainly part of the solution and has been
shown to create value, reduce volatility, minimize surprises,
and lead to better decision making, even a perfect ERM
process can't succeed without a risk challenge culture that
supports it. As one board member stated in the 2012 study
we did for the Institute of Internal Auditors (IIA), Improving
Board Risk Oversight Through Best Practices, “The risk that
kills most companies...is business risk. There are only a few
things that go wrong, right? You were asleep and the market
changed. You didn’t have the right people. You weren’t chal-
lenging the people to anticipate around the corner. You
weren’t bringing in objective info that was contrary to man-
agement’s viewpoints so that you had a check and balance
on how they see the world.”

In 2014, we published a study sponsored by IMA® (In-
stitute of Management Accountants) and ACCA (Associa-
tion of Chartered Certified Accountants), A Risk Challenge
Culture. The study posited the advantages of developing a
different sort of culture for managing risk. This challenge
culture would create an environment “that encourages, re-
quires, and rewards inquiries that challenge existing con-
ditions.” Unfortunately, examples of a poor risk culture are
abundant.

TWO CAUTIONARY TALES

Two of the most severe and expensive-
both in dollars and human suffering-
examples occurred in different parts of the
planet, in entirely different industries, and in

vastly different circumstances. Yet both
had

roots in the seemingly innocuous confines
of organizational culture. By our describing
these incidents in some detail here, you’ll
have a better idea of the true value of changing
cor-

SFmagazine.com
A Risk Challenge

Fukushima Daiichi

After a massive earthquake and subsequent tsunami re-
sulted in one of the worst nuclear disasters in history, the
finger wasn’t pointed so much at Mother Nature but at human
beings and culture. The Fukushima Daiichi disaster is rooted
in one major, flawed assumption: that there would never be
a magnitude 9 earthquake and tsunami greater than 33 feet
in the region or that the probability of these events was so
low as to be of no concern. Although Japan is considered
seismically active, an earthquake with the strength of the
one that hit on March 11, 2011, hadn’t occurred there,
according to best estimates, since the year 869.

In late 2011, the National Diet of Japan (basically Japan’s

Parliament) established an independent blue ribbon
com- mission to investigate the accident. This was the first
time the Diet had created an independent commission in
modern times. The commission’s report, dated July 6, 2012,
is scathing. (The executive summary in English is available at
http://bit.ly/TH6420n.) It concludes that Fukushima Daiichi
wasn’t an accident at all but was “man-made.” The specific
language even includes the somewhat surprising description
of “Made in Japan.” But amid all the recitation of history,
facts, and regulatory and corporate failures, the report iden-
tifies a key ingredient of the accident: Japanese culture.

“[The disaster’s] fundamental causes are to be found
in the in- grained conventions of Japanese culture: our
reflexive obedience; our reluctance to question authority;
our devotion to ‘sticking with the program’; our groupism;
and our insularity.

Had other Japanese been in the shoes of those who bear
respon- sibility for this accident, the result may well have
been the same.”

As the Fukushima Daiichi nuclear plant disaster showed
us, just because something has no precedent doesn’t mean
it can’t happen. A good ERM system recognizes this and puts
in place contingencies in the event that the worst possible
scenario comes to fruition. An executive who tells his or her
team, “Well, this sort of thing will never happen, so let’s not
waste any time worry- ing about it” is setting the organization

up for a possible rude awakening.

General Motors

The General Motors (GM) ignition-switch
debacle resulted from the failure of a 57-
cent part that led to the deaths of at least
27 people, dozens of accidents, the recall
of 2.6 million cars, and serious damage to
the credibility and reputation of one of the
world’s largest automakers.

As in the case of Fukushima Daiichi,

consequential or highly unlikely they may Culture is available at a formal, commis- sioned report tells the
seem at the time- are identified early and steps  www.imanet.org/PDFs/Public/ unfortunate tale. In early 2014, GM'’s board

are taken to stop them from going further.

ACCA/pol-tp-arcc.pdf

engaged a Detroit law firm to conduct an
exhaustive study of the ignition-switch



ESTABLISH A

RISK
CHALLENGE
CULTURE

All organizations must

thoroughly examine

their current operating s
environment and By PAUL L. WALKER, CPA:;
question how and how T HOMAS L. BARTON, CPA
well '[hey are prepared This rticl is based on rescarch funded by ACCA and IMA'.
to face any kind of

potential threat or

disaster.
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Dr. Ahmad Almeghames
Secretary General

Fighting falsification
of certificates

alsification of scientific certificates has become an annoying phenomenon in all countries of the

world, particularly with respect to those certificates that are related to the lives of human beings,
such as medical and engineering certificates. However, those related to the accounting profession is no
less risky, as an accountant>s mistake or omission may cause heavy losses and financial disasters. As a
result, professional bodies in Saudi Arabia such as Saudi Commission for Health Specialties, Saudi Council
of Engineers and also the Saudi Organization for Certified Public Accountants (SOCPA) initiated a cam-
paign to confront firmly such certificates, consequently thousands of fraudulent certificates were discov-
ered in all professions.

SOCPA is keen to face this dangerous and growing phenomenon, therefore, it is worth mentioning that
SOCPA has signed, last February, an agreement with one of the global companies, « Dataflow company
«, specialized in verification of academic and professional certificates, in order to verify the authenticity of
any document submitted to SOCPA, particularly certificates submitted by applicants to SOCPA member-
ship and SOCPA fellowship certificate.

Saudi Organization for Certified Public Accountants (SOCPA) has discovered nine forged accounting
certificates out of 1720 certificates presented to SOCPA from the beginning of the process of verification of
academic and professional certificates until the end of September 2015. All nine cases were conducted by
persons who applied for SOCPA membership and all of them were presented to the Bureau of Investiga-
tion and Public Prosecution to bring them to justice.

On this occasion, T call upon all Saudi organizations to verify all submitted certificates, particularly
those directly linked with the recruitment, in order to hold back any forger attempting to work in the
Kingdom.
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