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For guidance in applying the
IMA Statement of Ethical
Professional Practice to your
ethical dilemma, contact
the IMA Ethics Helpline at
(800) 2451383- in the U.S. or
Canada. In other countries,
dial the AT&T USA Direct

improvement in encouraging the tips that so effectively
help uncover fraudulent conduct.”

The presence of other fraud controls also results in
lower costs and earlier discovery. Some controls should
be attractive to smaller businesses because they can
be implemented with relatively little cost while greatly
enhancing “small business’ ability to protect their
resources from fraud.” These include adopting a code of
conduct, implementing an anti-fraud policy, providing
antifraud training, and enhancing management review
of transaction information, account data, and processes.
Only 35% of the victim organizations used proactive
data monitoring and analysis, but the presence of this
control correlates with fraud losses that were 60% lower
and 50% shorter in duration.

One-third of survey respondents cited lack of controls
to prevent fraud as the principal cause of the loss.

Increasing Fraud Reporting

Occupational fraud continues to pervade businesses
around the world. This year’s report shows that trends in
wrongdoing are quite consistent over time and across
borders. Since greater losses occur when a fraud scheme
is allowed

to continue, proactive and effective prevention and
detection methods are critical. These include confidential
reporting mechanisms, management review procedures,
ongoing monitoring, and internal audits, including
surprise audits. Although external audits are widely
used as a governance process, they shouldn't be relied
on as an organization’s primary anti-fraud mechanism.
Consider becoming alert to behavioral traits that may
be warning signs, training your team to detect the signs
of fraud, conducting internal fraud assessments, and
creating a dedicated fraud team.

An analysis of global hotline contacts showed final
quarter 2013 increases in both the number of fraud-
related calls as well as a record high Fraud Index
Percentage of more than 25% of total contacts. On May
29,2014, The

Network, Inc. and BDO Consulting announced
results of their latest analysis of fraud reporting activity
from almost 15 million employees around the world.
According to Luis Ramos, CEO of

The Network, “Fraud continues to be a huge risk in
the workplace, and while it is concerning to see fraud
growing as a percentage of all compliance issues,
it's reassuring that these incidents are being caught
and reported.” Ramos described how companies are
implementing new programs in order to “create a ‘speak-
up’ culture” where employees know how to properly
report wrongdoing when they see it and actually do
so. Companies without these options, especially small
businesses, would do well to consider developing a
program that encourages employees and others to speak
up when they witness fraudulent activity. SF Curtis C.
Verschoor, CMA, CPA, is the Emeritus Ledger & Quill
Research Professor, School of Accountancy and MIS,
and an honorary

Senior Wicklander Research Fellow in the Institute
for Business and Professional Ethics, both at DePaul
University, Chicago. He also is a Research Scholar in
the Center for Business Ethics at Bentley University,
Waltham, Mass., and Chair of IMA’s Ethics Committee He
was selected by Trust Across America-Trust Around the
World as one of the Top Thought Leaders in Trustworthy
Business-2014. His e-mail address is curtisverschoor@
sbcglobal.net.
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1 8 Cost of Fraud

The most significant finding in the 2014 report is that the
typical organization

has an average estimated loss of 5% of revenues from
fraud each year. This is the same as in the 2012 report and
amounts to nearly $3.7 trillion if applied to the

Gross World Product (GWP). The median loss in 2014
was $145,000, slightly higher than in 2012. More than 20%
of the cases involved losses of at least $1 million.

Small and large entities are of particular interest, as they
reported the largest fraud amounts:

“The median losses for small businesses [defined as those
with fewer than 100 employees] and the largest entities
(those with more than 10,000 employees) were the highest,
at $154,000 and $160,000, respectively.” In addition,
smaller businesses face different kinds of fraud risks than
their larger counterparts.

One possible cause is the presence of fewer control
measures.

Employees tampered with disbursement checks in
22% of small business cases but only about 7% in large
organizations.

Also, cash larceny and payroll theft occurred twice as
often in small businesses as in larger ones.

Collusion was also a factor, enabling the circumvention
of independent checks and balances as well as the evasion
of other fraud control measures. The median loss from
the work of a single person amounted to $80,000. When
more individuals were involved, the amount increased
dramatically:

The median loss from two perpetrators was $200,000. It
was $355,000 when there were three people involved, and
it was more than $500,000 with four or more perpetrators.

The level of responsibility in the organization highly
correlated with the amount of fraud loss.

While owners or executives were involved in only 19%
of the cases in the report, they caused a median loss of
$500,000. On the other hand, other employees committed
42% of the cases but only caused a median loss of $75,000.

Managers were ranked in the middle, causing 36% of
the cases and a median loss of $130,000. About 77% of
all frauds were committed by individuals from one of seven
departments: accounting, operations, sales, executive/upper
management, customer service, purchasing, and finance.

As in previous surveys, asset misappropriation is the most
common type of occupational fraud. It was reported in 85%
of this year’s cases. It’s also the least costly, with a median
loss of $130,000. Financial statement fraud represented

Curtis C. Verschoor, CMA, CPA, Editor only 9% of the
cases but caused the largest financial impact with a median
loss of more than $1 million.

Various corruption schemes were middle ground in terms
of frequency (37% of cases) and median loss ($200,000).

ETHICS

Fraud Detection

Over the years, fraud perpetrators

have consistently displayed six behavioral red flags that
can signal someone is a likely candidate to commit fraud:
living beyond their means, having financial difficulties,
having an unusually close association with a vendor or
customer, control issues or un will - ingness to share duties,
having a “wheeler-dealer” attitude involving shrewd or
unscrupulous behavior, and divorce or family problems. In
addition, behavioral red flags not directly associated with
fraud were displayed in 38% of the cases. The top-cited
behavior in that category was bullying or intimidation,
followed by an excessive absence from work. Finally, out
of 1,000 responses to the question, only 25% reported that
the perpetrator exhibited a red flag behavior associated with
a topic related to human resources before or during the
fraud—most commonly, a poor performance evaluation.

The 2014 Report to the Nations suggests that performing
background checks before hiring a candidate may not be
effective in preventing occupational fraud: “The largest
group of fraud perpetrators (41%) had been employed by
their targets between one and five years before committing
their crimes.”

Only a small amount of fraud perpetrators (5%) had ever
been convicted of their crimes prior to the crime reported
in the study, and a majority of these perpetrators (82%)
had never been reprimanded by an employer for their
misconduct.

The most frequent and consistently common successful
fraud detection method continues to be inside information
or tips from whistleblowers, with nearly half coming from
employees and 14% from anonymous parties— possibly
employees fearing retribution.

More than 40% of all reported fraud cases were detected
by a tip—more than twice the rate from any other detection
method, including internal or external auditing combined.
Since many tips do come from individuals other than
employees, companies need to cultivate information from
others, usually by informing them of the anonymous hotline.
Performing external audits is the least effective method of
fraud detection and was successful in only 3% of the cases—
more fraud was detected by accident (7%). And internal
auditing caught only 14% of the fraudsters.

A hotline or other confidential mechanism to report
wrongdoing was present in only 54% of cases, and
whistleblowers were rewarded in less than 11% of them.
Organizations having these reporting controls in place were
much more likely to get a whistleblower’s tip that led to
successful uncovering and settlement of a fraud case.

Also, frauds discovered in these organizations were
41% less costly and were detected 50% more quickly
than in organizations without them. Earlier detection cuts
off the fraudulent activity before it results in greater losses.
According to the report, “Many organizations have room for



Fraud Continues

to Cause

Significant

LL0Sses

Proactive prevention and Significant Losses detection
methods are critical in minimizing the losses from fraud.
A new report lists fraud detection techniques that your
company should implement today.

ne of the widely recognized
benchmark studies of fraudulent
activities in business is the biennial
study of occupational  fraud
conducted by the Association of Certified Fraud
Examiners (ACFE). Its 2014 Report to the Nations
on Occupational Fraud and Abuse is based on
analysis of 1,483 survey responses by Certified
Fraud Examiners (CFEs) in more than 100 countries.
CFEs were asked to report their firsthand knowledge

of the single largest incident of occupational
fraud in their company within the last two years.
The findings, similar to those in previous reports
and quite consistent across borders, illustrate
that fraud continues to be a significant problem
for companies around the world. Some of the
weaknesses identified in the report help highlight
strategies that companies could incorporate into
their fraud protection practices.
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16 of a nonprofit. The organization has established an

employee code of conduct that clearly communicates the
ethics and values of the nonprofit as well as expectations of
employee behavior. Terry learns that a senior employee had
pledged to donate to an organization that provides annual
support to the nonprofit, yet this employee never

actually contributed any of the promised funds.
Thankfully, Terry’s now in a much better position to deal
with the employee’s ethical lapse-and has less stress and
anxiety in doing so-because the nonprofit has an employee

code of conduct in place.

Done right, a well-crafted code of conduct can eliminate
the sort of shock and ambiguity expressed by the employees
quoted at the beginning of this article. In the best sort of
environment, one that weighs and respects employees’
rights against the goals and values of the organization,
ethical dilemmas will largely be avoided—and those that
do crop up can be handled swiftly, amicably, and fairly. SF

Anne M. Wilkins, CPA, DBA, is an assistant professor of
accounting at the University of Tennessee at Chattanooga
and is a member of IMA’s Nashville Chapter. You can reach

Anne at (423) 4254152- or anne-wilkins@utc.edu.

Robert Colvard, Ph.D., is a retired professor of accounting
in the Jennings A. Jones College of Business at Middle
Tennessee

State University in Murfreesboro, Tenn. You can reach
him at (615) 8937025- or robert.colvard@mtsu.edu.

John Lipinski, Ph.D., is an associate professor in the
management

department at Indiana University of Pennsylvania, in
Indiana, Pa. You can reach John at (412) 2519122- or john.
lipinski@iup.edu.

Codes of conduct can-and
should-describe expected

behaviors as well as
prohibited behaviors.

Table 2: Resources for Writing a
Code of Conduct

Ethics Resource Center
www.ethics.org

Markkula Center for Applied Ethics

at Santa Clara University
www.scu.edu/ethics/practicing/focusareas/
business

Acting with Integrity:
Employee Code of Conduct
www.pgecorp.com/aboutus/pdfs/code_of_conduct.pdf




Table 1: 10 Common Elements of a Code of Conduct

1 Describe how to report violations of the code of conduct.

2 Define appropriate political activities for an employee.

3 Clearly prohibit illegal activities by employees.

4 Define what constitutes acceptable or unacceptable gifts to or from a customer or supplier.

5 Establish an expectation that employees should always act in the best interests of the organization

and avoid conflicts of interest, including the appearance of conflicts of interest.

6 Establish an expectation that employees should ensure the accuracy of the organization’s

business and financial records.

7 Establish expectations about the disclosure of nonpublic information to anyone outside the

organization, including friends and family.

8 Establish that employees are expected to cooperate with government investigations.

9 Establish expectations for personal conduct, including but not limited to aggressive behavior or

bullying in the workplace and employee postings about the company or its employees on social

media.

10 Establish that employees have no expectation of privacy when using company assets such as

computers, telephones, software, and other devices.

of conduct periodically. We recommend tapping one of
the key players involved in the design of the code to
serve

as the organization’s “ethics officer” or “ombudsman”
so that employees have someone to go to when
encountering ethical dilemmas. (You also can create an
ethics hotline where employees can report wrongdoing
anonymously.)

Additionally, you may want to consider introducing
employees to ethics training workshops, an ethical
decision framework (steps to follow when confronted
with a potential ethical dilemma), or ethical role playing,
any of which can assist employees in making ethical
judgments or even in recognizing when such judgment
is required.

7. Hold everyone accountable.

Violations of the code should have consequences,
whether the violator is an entry-level, hourly employee
or a member of senior management. A code of conduct
that isn’t enforced and that doesn’t reflect actual
corporate practice won't be effective.

A Powerful Tool
Although codes of conduct vary by industry and from
company to company, most begin by communicating

the overall values of the organization since these values
drive its mission and strategic vision. As we mentioned
earlier, some examples include commitments to honesty
and integrity, accountability, diversity, excellence, and
teamwork.

The 10 common topics listed in Table 1 can serve as
a guide with regard to what a strong code of conduct
should include.

In addition, most codes of conduct include a blanket
clause that states the code doesn’t cover every issue
that may arise but sets out basic principles and that, in
addition to the code, the employee should follow the
organization’s policies and ethics published elsewhere,
such as in an employee manual. Codes of conduct
can-and should-describe expected behaviors as well
as prohib - ited behaviors. The most effective code of
conduct, of course, is the one that’s unique to your
organization and reflects its values and culture.

In Table 2, we list three online resources for
implementing a code of conduct, including a toolkit from
the Ethics Resource Center, a nonprofit organization
dedi - cated to independent research advancing high
ethical standards; a link to a university’s Web page on
business ethics; and the employee code of conduct of
Pacific Gas and Electric Company, which serves as a
prime example of a strong document.

Now imagine yourself as Terry, our executive director
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Not Merely Window Dressing

A code of conduct is often used in conjunction with an
employee handbook, but the code is a separate document
that's more concise and easier to understand. The code
should reflect the key values of the organization-honesty,
excellence, diversity, integrity, cooperation, and dedication,
to name a few-and should be integrated into its corporate
culture to help guide and influence employee behavior.

The code should be communicated to employees and
top management on a regular basis, and each year all staff
should review and sign a copy of the document, attesting
to the fact that they have read it and understand it. By
emphasizing its importance in this manner, the code of
conduct won't be perceived as “window dressing” or as
simply a regulatory requirement.

We can’t emphasize enough how important it is for senior
management to accept and adhere to the code, especially in
small and medium-sized organizations.

Why? Because employees of these organizations gener
- ally have more direct contact with senior management
and often use the behavior of senior management as a
guideline for their own behavior. In short, if management
acts responsibly, there’s a very good chance everyone else
will, too.

Also, violations of the code of conduct should have
consequences. If not, employees will sense the values
delineated in the code aren’t important and won't take them
seriously.

One last note for U.S. readers: The lack of an employee
code of conduct may expose organizations to unnecessary
litigation risk because the employment-at-will doctrine in
the United States has eroded over time while the number of
wrongful-termination lawsuits has increased.

Talking to employees and soliciting
their feedback is a great way to
enhance ownership of the final
document and a helpful way to
identify important additional items
to include.

Building a Strong Document

There are seven general steps to use in designing and
implementing a code of conduct for your organization.

Let’s take a closer look at each one.

1. Develop the code from within.

Tasking a responsible employee or committee with
developing the code will facilitate accountability as well as
ownership in the process. In short, if employees feel like
they have a stake in things, they’ll be more likely to make
sure the code is completed on time and fully implemented.

2. Get a sense of the organization’s mission and values.

The responsible party should read the organization’s
mission statement (if any) as well as interview senior
management to get a stronger sense of the organization’s
key values and corporate culture. Here, too, it might make
sense for the team to interview key stakeholders (such as
customers and investors) to determine their perception of the
company’s culture and values. Their perceptions can often
be invaluable in crafting an employee code of conduct.

3. Determine key business risks to the organization.

Employee behavior that may constitute a key risk to the

business should be spelled out and included in the code
of conduct. For example, the document for a nonprofit that
handles sensitive information about the medical condition
of its beneficiaries should include a confidentiality provision
that subjects employees to disciplinary action (including
possible dismissal) if they share that information with a party
who isn't entitled to it.

4. Solicit input from employees and legal counsel.

Talking to employees and soliciting their feedback is
a great way to enhance ownership of the final document
and a helpful way to identify important additional items to
include. A word of caution, however: The document should
be as simple and as short as possible. Therefore, focus on the
key risks, and avoid micromanagement. For instance, rather
than address the length of skirts, refer to a general principle
of appropriate attire, such as, “Dress should be appropriate
for a business environment and not include casualwear or
anything too revealing.”

Legal feedback is crucial as well because it ensures that
the organization has complied with appropriate employment
laws and regulations in designing the code of conduct.

A thoughtful, well-written code may also help the
organization better defend itself in employee termination
issues.

5. Get the word out.

Current employees and new hires should review and
understand the code of conduct. In fact, most organizations
require their employees to sign the code, a copy of which
goes into their personnel file.

6. Don’t “set it and forget it.”
Because business risks and values change over time, it
makes sense to adopt a formal policy of updating the code



epending on where you've worked and
for how long, you might have heard some
version of the preceding quotes during
your career in accounting. You may have
uttered one yourself, even if out of earshot. In each case,
the speaker’s response refers to an incident highlighting
a question of ethics: Is the conduct appropriate to the
company and what it expects from its employees in the
course of doing business?

An employee code of conduct-which spells out the
do’s and don'ts regarding appropriate behavior in the
workplace-is an important part of an organization’s
control environmentbecause it communicates the entity’s
ethics and values. A code of conduct can be an effective
and efficient way to share these ethics and values with
employees, safeguard the firm’s assets, increase financial
reporting reliability, and prevent misunderstandings and
possible litigation. For such a code to be impactful,
however, top management must endorse and follow
it, particularly in small and medium-sized enterprises
(SMEs), whose employees often have direct access to
and personal contact with senior management.

Although most large organizations routinely
use a code of conduct, many smaller firms regard
this document as unnecessary or too expensive to
implement. That's being penny-wise and pound-foolish.
In fact, SMEs especially may benefit from adopting an
employee code of conduct because their success is often
based on the strength of local community relationships.
As a result, employee misconduct in SMEs may be more
visible to the organization’s stakeholders and, therefore,
riskier to its goals and objectives.

Ethics Dilemmas Are Common

Imagine yourself as Terry, the executive director of a
nonprofit organization. Terry observed that Jane, one of
the nonprofit’s key employees, was working long hours
but that her productivity and job performance were
declining.

Soon after, Terry learned that Jane had started a
small fundraising consulting firm using the nonprofit’s
computer system, resources, and donor contacts. A
search of Jane’s office computer and e-mail inbox
confirmed these suspicions.

After conducting the investigation, Terry confronted
Jane with the evidence and informed her that there were
clear grounds for termination. Not surprisingly, Jane was
shocked and angry that Terry had searched and read her
personal e-mails even though the e-mail account was
maintained on the nonprofit’s computer system.

Given the amount of evidence, Terry was certain the
issue would be resolved quickly. But when consulting
with the nonprofit’s attorney, Terry learned Jane may
have had a legal expectation of privacy with respect to
her e-mail, and he may have violated her privacy rights

Violations of the code
of conduct should have
consequences. If not,
employees will sense the
values delineated in the
code aren’t important and
won’t take them seriously.

when he read her messages. This created a dilemma.
Terry clearly had to terminate Jane since her actions were
damaging to the nonprofit, yet Terry had inadvertently
exposed the nonprofit to the risk of a lawsuit and
perhaps had assumed some personal liability as well.
The attorney suggested that he consider offering Jane
a severance package in the hope of preventing legal
action.

Could this mess have been avoided? If the nonprofit
had an employee code of conduct that notified
employees that they do not have an expectation of
privacy with respect to company resources, equipment,
and electronic or written communications, then Terry
would clearly have had the right to search Jane’s
computer for the suspect e-mails and may have avoided
unnecessary legal and/or severance costs. In addition,
the code of conduct could have stated clearly how
employees were expected to behave with respect to the
nonprofit’s stakeholders, including the specific use of
contact lists. Had the “law” been laid down earlier, so
to speak, Jane may never have been bold enough to do
what she did in the first place.
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Does Your Gompany
Have This

Document?”

All organizations should have an employee code of conduct.
By Anne M. Wilkins, CPA; Robert Colvard; and John Lipinski

L

J

“Gee, nobody told me we couldn’t
use company computers for
personal stuff.”

“No one told me it was ‘wrong’ and
that the organization expected me to be held to
some higher standard.”



The model establishes a temporal guide and the
organization-specific GRC benchmarks as it evolves
from current to future expected GRC states.

Purportedly, the less operational and integrated the
three elements are, the younger the GRC initiative.

Conversely, the greater these areas are defined and
integrated, the more mature the GRC initiative.

Finally, a company should consider the GRC
Conceptual Foundation Model complementary to other

GRC capability maturity model assessments and use it
to further provide GRC context on a routine basis to
these assessments. This model does not replace a GRC
capability maturity model assessment. Instead, it is an
interim solution and methodology that will routinely
present GRC maturity comprehensively and in a timely
manner as either an independent, stand-alone snapshot
or as supplemental GRC functional context within a
GRC capability maturity model assessment.

Note: If you want to copy the GRC Conceptual Foundation
Model, please contact the author.
Jim Tadewald, CMA, CFM, CIA, CRISC, CFE, has more than 20 years of consulting and advisory experience in a
wide variety of public and private international and domestic organizations in the aerospace (defense contracting),

telecommunications, government services,

manufacturing, banking/financial, healthcare,

and management

consulting sectors. He has managed GRC projects with staff and crossfunctional teams varying in size from five to
20 people for top federal and state agencies and Fortune 1,000 companies.
You can reach Jim at (916) 4254295- or jtadewald@global.t-bird.edu.
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Figure 6: lllustration of Element 3
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Element 3

of defense within the organization,

where these internal assurance departments were on the
three lines of defense continuum, and the maturity of GRC
within these departments and the organization as a whole.

By conducting interviews with executive team members
and department subject matter experts, having whiteboard
discussions with key personnel, and distributing surveys
to better understand these interdepartmental relationships,
the company was able to successfully determine where
each department best fit within the three lines of defense,
map their locations on the continuum, and then define
their level of GRC maturity—where they were now relative
to where they wanted to be. Through these efforts and the
use of the GRC Conceptual Foundation Model, the public
pension service provider was able to further define system
interfaces (input and output) and when and where to deploy
the appropriate IT solution modules that best aligned with
the organization and its current and future desired level of
GRC maturity.

Applicable Takeaways

1. GRC needs to be explained in a pragmatic and
approachable way for both practitioners and nonpractitioners
for everybody to “get it.”

2. The GRC framework needs to be developed in an
organizational-centric manner because one size does not
fit all. Organization culture and business sector constraints
need to be considered when developing a GRC framework.

v o

GRC Platform Integration

3. There are primarily three key elements that define the
GRC Conceptual Foundation Model:

Knowing the organization’s interrelationship with the
three lines of defense in risk management.

Does the organization have three lines of defense
developed? Are the lines of defense functioning effectively
and adding value?

Mapping key organization departments along a
continuum across the three lines of defense. Are there any
gaps or unwanted duplications within the three lines of
defense?

Assessing the current integration of an IT GRC platform or
applications within an organization. Are the tools sufficient
to meet expectations of key stakeholders and the desired
level of GRC maturity?

4. The GRC Conceptual Foundation Model provides a
temporal guide and tracking solution when an organization
is developing its GRC framework. The model benchmarks
the current as-is GRC status and future should-be or to-be
strategic GRC goals measuring progress and level of maturity
as the GRC initiative proceeds toward the organization’s end
goals.

The level of integration between the three lines of
defense in risk management, mapping of key departments
along a continuum across the three lines of defense, and
current assessment of the integration of GRC platforms or
applications can further describe the maturity level of GRC
within an organization.



Figure 4: lllustration of Element 2
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Final Thoughts

The GRC Conceptual Foundation Model allows a
company to present governance, risk, and compliance
in a practical and approachable manner because it
illustrates a current and future view of GRC in a timely,
concise manner that is understandable to both GRC
practitioners and nonpractitioners. The model is driven
by three key elements that define an organization’s
GRC framework succinctly with relevant benchmarks
for tracking and reporting GRC efforts to the board of
directors, executive management, and senior staff. (See
“Applicable Takeaways” for more information.)

The Future and Whether We Are on Track

A public pension service provider with more than
$275 billion in managing assets needed to determine
how and where its internal assurance departments fit
into GRC. It had a complex reporting structure with
multiple internal assurance departments, and there was
confusion about where these departments resided within
the three lines of defense and, ultimately, within the
GRC framework. The company was implementing a new
GRC IT solution with multiple modules and attributes,
and, to deploy this solution effectively, it needed to
better understand the interrelationship of the three lines
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8 positioned within the three lines of defense and numbers

them between one and three with supporting comments and
details. As indicated, where these departments reside will be
directed by the organization’s current concept of GRC and
its understanding of the three lines of defense. (See Figure
5 for an example of how some key departments may be
mapped on the continuum.)

By mapping the location of departments and where
they exist on the three lines of defense continuum, an
organization will better understand its current GRC culture
and climate. The more representation an organizational
structure has around the lines of defense, the more mature
is the GRC. Likewise, the less apparent the representation of
the three layers is within the organization, the less mature
is the GRC.

A Misunderstanding among the

Three Lines of Defense

An international financial group with greater than
$200 billion in managing assets was having challenges in
grasping the GRC concept within its internal audit office—
the third line of defense. It was a situation where the group
assumed that because its information technology solution
was referenced as GRC, the services provided from this IT
solution were GRC.

In this case, the IT solution was not GRC but only an
audit module within the GRC IT solution. This created great
misunderstanding among the three lines of defense within
the organization and the strategic guidance from the internal
audit office as they inappropriately referenced GRC in their
policies, procedures, and governance communication.

By applying the GRC Conceptual Foundation Model, the
company was able to communicate the difference between
GRC and GRC activities to key stakeholders, practitioners,
and nonpractitioners. It also was able to initiate the
development of an as-is baseline and an expected should-be
or to-be future GRC state because it now tracks the level of
GRC maturity as it progresses further with a GRC initiative.

Element 3: Integration Assessment

Assessing  GRC information technology application
tools and the level of integration of these tools within the
organization is the third element (see Figure 6).

Integration of GRC information technology solutions
indicates the known congruence for data and information
alignment with the three lines of defense. These IT
solutions are the tools and prerequisite for understanding
how organizations interact between data gathering and
distribution within the three lines of defense and departments
inside the organization.

For this third element, an organization gathers and
inventories current information technology solutions that
are relevant to GRC. It documents current and projected
IT projects that are anticipated to provide support for the

gathering, distributing, and reporting of enterprise-wide and
individual department GRC information.

Getting a real-time level of IT integration between the
lines needs to happen by examining current systems that
push and pull data and information to and from the three
layers of defense. As an example, some organizations
may only use Microsoft Suite application tools to gather,
distribute, and report GRC information, which may suggest
that this element is not mature.

Likewise, an organization may have started or completed
the implementation of an enterprise-wide GRC platform,
which suggests greater GRC maturity.

Integration of GRC and the GRC

Conceptual Foundation Model

Because GRC integration is a strategic initiative that
incorporates many aspects and resources of an organization,
a company should track and monitor its progress to assure
alignment with key stakeholders’ expectations.

Central to assessing this alignment is finding a usable
framework or model forabenchmarkthatis flexible, practical,
and representative of the GRC efforts. The GRC Conceptual
Foundation Model subsequently can provide this through
an as-is baseline of what GRC currently looks like within
the organization as compared to an expected should-be or
to-be GRC benchmark of where the organization would like
to be with its GRC integration strategy.

By utilizing the model to compare the as-is GRC state
with the three key elements, an organization can describe
its present state as well as where it wants to be. The
methodology in establishing the should-be or to-be view
would be driven by planning and documenting what these
three key elements should look like in the future. This can
be done in phases or set out as expected outcomes on a
timeline. Ways to accomplish this would be through business
plans, conceptual papers, project charters, documentation
of business GRC needs and requirements, and expanding or
building on the asis state. A company would use the same
applications and documentation tools that documented
the as-is state to further document the should-be or to-be
state for consistency—that is, charts, tables, flow diagrams,
organization charts, and more. This provides continuity and
ease in tracking the progress of the initiative as it moves
through its defined life cycle.

Consequently, with an established view of its as-is
and should-be or to-be GRC states, the organization can
compare, track, and evaluate whether GRC is developing as
planned and expected. Depending on its needs, a company
can complete this assessment quarterly, semi-annually, or
annually. (See “The Future and Whether

We Are on Track.”)
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ERM leverages lessons learned from the organization’s
internal audit and compliance departments. As internal
advisors assist in developing sufficient and reasonable
risk responses, ERM works with management and
usually reports to an executive risk committee and board
of directors for governance.

r Third line of defense (layer 3): Internal audit
services emphasize completing the approved annual
internal audit plan. As independent assurance for the
organization, internal audit leverages work from ERM
and compliance divisions to complete its audits. For
additional governance, the company can report areas of
concern to an executive audit committee and board of
directors.

In this first element of the model, an organization
documents the services conducted within and between
the three lines of defense or the layers of defense in the
organization. To do this, it counts the number of policies
and procedures describing the interrelationships that
define the roles and responsibilities of each layer
and develops a value chain analysis describing the
key values within each line of defense or layer with
process function maps. Documentation should include
inputs and outputs from each line of defense as data or
supporting artifacts and information move from one line
to the other and to executive management and board-
level governance committees. As a pragmatic matter, the
more interrelationships and less duplication of efforts
between the three lines of defense, the more mature and

efficient an organization will be. Conversely, the less
coordination and more duplication of similar activities
and processes, the less mature the GRC framework
and the less efficient and effective it is. (See “A
Misunderstanding among the Three Lines of Defense.”)

Element 2:
Continuum

The three lines of defense continuum maps where
and what departments reside within the organization’s
three layers of defense. (See Figure 4 for an illustration
of Element 2 in the model.) Every organization has a
specific climate and culture regarding its structure,
which its business sector-such as telecommunications,
transportation, and government services-drives most
often.

Usually the departments that reside in the first layer
of defense are more self-evident and typically are key
operational and administrative departments as depicted
in an organizational chart; for example, production,
marketing, finance, and accounting. The functional areas
that align with the second and third lines of defense-or
somewhere in between-can be less clear; that is, legal,
risk management, compliance, information security, and
internal audit.

In the second element, organizations map where
their primary departments are located relative to the
three lines of defense by reviewing current organization
charts, conducting a survey, and talking with key leaders.

The organization identifies where departments are

Mapping Departments along a
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Figure 2: GRC Conceptual Foundation Model
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Although these groups recognize the potential
benefits, they are often mystified at how it fits within their
organizational structure and where it can or will reside for
full effectiveness.

To overcome this challenge, the GRC Conceptual

Foundation Model (see Figure 2) is designed to present

GRC in a more pragmatic, organizational-centric way.

The model illustrates GRC in an understandable and
concrete manner, allowing personnel and key stakeholders
to better grasp the GRC concept-they get it.

The GRC Conceptual Foundation Model builds on three
key GRC elements for an organization:

1. Understanding the interrelationships of the three lines
of defense in risk management,

2. Mapping key departments along a continuum across
the three lines of defense, and

3. Assessing the integration of GRC platforms or
applications.

Each element combines an inclusive view, snapshot,
and an as-is state of GRC as a company implements a GRC
initiative. Each foundational characteristic of these three
key elements follows with each element equally weighted,
and there is no specific requirement to assess these three
elements in any particular order.

Also, for some organizations, the three lines of defense
should not be new, yet the maturity of GRC or integration
of the three lines of defense may differ greatly from one

organization to another.

Element 1: Interrelationships

The three lines of defense assist organizations in meeting
their governance, risk, and compliance requirements.

Each line of defense provides a level of risk management
activity that creates an added layer of protection within an
organization. The interrelationship between these layers of
defense is the basis for understanding GRC and its level of
maturity in that organization (see Figure 3 for an illustration
of Element 1 in the model). Take a look at the following
descriptions of each layer or line of defense making up
Element 1:

r First line of defense (layer 1): Managers respond daily
to risks at the operations level in order to be more efficient
and effective in the long and short run and, ultimately, meet
performance requirements in their business or strategic plan.
They can reach out to risk and control functions, including
enterprise risk management (ERM), for additional support
and independent risk assessment or internal consulting
projects.

r Second line of defense (layer 2): This layer conducts
ERM services through an approved risk oversight process
with independent control of risk and centralized policy
management. ERM conducts independent risk assessments
and provides reassurance about management’s risk
responses for areas that materially impact the organization.



Figure 1: lllustration of GRC
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complexity, diminish inconsistencies, and harness
technology for desired outcomes. Not a replacement for
internal control or compliance testing, GRC goes well
beyond testing to create a comprehensive framework for
managing risk and improving performance. It organizes
risk management efforts rather than duplicating them,
which reduces overall operating costs and assists in
creating a more risk-intelligent organization.

Risk  management professionals  know  that
organizations  worldwide  have  been  facing
unprecedented pressure to demonstrate accountability
and stewardship to control fraud and abuse as well
as meet new information technology (IT) security
compliance requirements.

As budgets have decreased or have remained
constant and companies need greater efficiency and
effectiveness, the focus on accountability has changed.

Organizations now focus on broader views with
a more uniform outlook regarding how technology,
planning, and business processes align with enterprise-
wide risk, compliance, and governance, as well as where
these services reside and where duplicate efforts exist.

Figure 1 illustrates a typical high-level representation
of GRC and details how various organizational
components interact within a GRC framework. This
illustration shows that governance, risk, and compliance
activities—such as enterprise risk management, internal
controls, and compliance testing—can and will
indirectly or directly interact with and impact other key

areas within a company’s strategic planning, technology,
and operation components.

As a company integrates GRC, practitioners expect
common outcomes. These expectations further support
the implementation of GRC across multiple business
sectors and industries and are the primary outcomes
and key areas tracked during the life cycle and maturity
of GRC. Here are a few of the most common expected
outcomes:

* Enterprise-wide risk framework and common
language;

* Overall focus on strategic and tactical risks to
stakeholder value;

* Maintaining an enterprise-wide perspective on
governance, risk, and compliance;

* Sharing information and knowledge across GRC
functions;

* Unified development and investment in technology

and tools for GRC functions; and

* ulntegration of GRC activities.

A Pragmatic View of GRC

As noted, GRC provides a way to align governance,
risk, and compliance in a more efficient and effective
manner, but presenting this framework to key
stakeholders and nonpractitioners in a simple manner
has its challenges. Quite often, they perceive GRC
as an idealistic goal rather than as a distinct working
framework.
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EXECUTIVE SUMMARY
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Accountants, we will be republishing martials appering
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GRC Integration:
Sblll) A Conceptual

Sgﬂﬂg Foundation Model for
WEM S ccess

Implementing GRC in your company can be difficult, but a new model will help
you unify enterprise-wide information to smooth processes, manage risk, and
improve performance, among other things.

any public and private organizations are

implementing and integrating governance,

risk, and compliance frameworks across

multiple industries and sectors. To provide
uniformity and continuity throughout an organization,
these enterprise-wide frameworks place governance, risk,
and compliance activities under one overarching umbrella
known as GRC. These efforts are integrated strategically
across an organization.

As with any new strategic initiative, however, there
are difficulties in presenting and tracking the initiative’s
maturity as the company implements it. Key stakeholders
need to know that the initiative adds value and improves
the organization as it matures during its life cycle. GRC
integration is also experiencing this same challenge with a
similar pattern of frustration and concern. Organizations are
looking for timely and practical ways to better communicate
and articulate what GRC means from an organizational

alignment perspective and the value and success realized
during its service life cycle.

This article introduces a new GRC Conceptual Foundation
Model™ that establishes a more timely view or snapshot of
the GRC framework for presentation to key stakeholders and
to those who do not practice GRC. It also will highlight how a
company can use this conceptual foundation economically
as a basis to measure and guide success in integrating GRC.

Before I introduce the model, I will present the accepted
GRC general knowledge of professional organizations and
industry professionals.

Overview of GRC

A critical business concept, GRC integrates a risk-
based management approach that is proactive, effective,
and can be used throughout an organization. It provides
organizations with a uniform view of information so
they can align risk management with objectives, reduce
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Training courses 1s
an effective way towards
capacity promotion

T h Saudi Government have shown great interest in training, considering it as an effective way

e to help in the development of the capacity of staff, and consequently imposed it as part of
the requirements of the job, as demonstrated clearly within the provisions of the training enrollment rule
applied to employees covered by the civil service system.

The growing need for training within all work sectors, as clearly noticed by the government, and the
opportunity that training creates to harmonize training and career path, constitute together the main
factor behind this great interest. Being the body entrusted with the development of accounting and audit-
ing profession in Saudi Arabia, Saudi Organization for Certified Public Accountants (SOCPA) has recently
been authorized by the training and scholarship Committee of the Ministry of Civil Service to implement
a governmental accounting and auditing project of training programs adopted for the employees of gov-
ernment agencies and public institutions. SOCPA prepared this new training track taking into account
constructing a gradual and integrated training program, following scientific and professional generally
accepted training methods.

This track of training will help in the development of capabilities of employees working in government
agencies, public bodies and institutions. It will provide them with the principles, fundamentals and con-
cepts related to each field of accounting and auditing, and the trainee will gradually progress to acquire
knowledge, skills and abilities needed to carry out his financial and accounting or to participate in the
audit and control work efficiently.

In conclusion I would like to thank the Ministry of Civil Service and H.E the Minister of Civil Service,
Chairman of training and scholarship Committee for the adoption of the training program, which came as
part of their ongoing support to the training of national cadres and for promoting capabilities of employ-
ees within government agencies, public bodies and institutions.
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